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Step« Over

next step in business

E-Signature Eliminate Pen & Paper Signatures

Static Signature Real time image verification of
Verification signatures in checks

Real time biometric verification of
signatures in POS

Dynamic Signature
Verification
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Step. Over

the next step in business

Security aspects of e-signature technology

Secured connection between the tablet device
and the computer.

Data encryption.

Signature biometrics.

Digital Signature for document authenticity.
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Step« Over

STEPOVER tablets

PlusPAD

» Designed and made for e-signature

» Calculate & Encrypt data inside the tablet '

» Independent clock for Time Stamp NaturaSign

» Monochrome & Color Display

» Resolution: 800 dpi (Real - not interpolated)

NaturaSign

 Pressure levels: 255 - no special pen Color
required !
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the next step in business

WIT-575

End to end security concept:

T o
| Office

Tablet

» Digital Signature Time & Data is taken from an
Independent clock

» Biometric data:
Pressure (255 levels)
Time - Speed & Acceleration

Angle - Pixel Position, absolute & relative

» Digital Signature is calculated on tablet side
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End to end security concept

Connection

» Secured connection between tablet &
computer
encryption algorithm AES 256 with
authorisation (i.e. each signature device has
Its own encryption key)
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End to end security concept

Software

» Encryption of Biometric data

» Document signed by Digital Signature -
no further changes are possible.
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» Data is encrypted & attached to the PDF

» Forensic tool to analyze signature (possible if you
hold signatures private key)

» Supported key strength between 128 to 4096bit.
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Real time Signer Authentication
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Enroll Create
Sign six sample signatures Biometric data is extracted ‘
Profile is generated and stored

» First store a digital signature /4‘;?4/
profile of your signer V o

» Authenticate signers in the
future in real-time via their WRlICARe S
handwritten signature RIS ESSINIEE
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- the next step in business

WIT-575

Signing Using 1Pad-Android

Document
(MS Office, PDF, Image, ...)

s
o)

§ 1. Upload document (printer SIGNificant Server
-3 driver, web services)

=4

2. View document (JPG)

in browser L 5. add digital

signature to document

4. Upload captured
| e signature

= — py
L =3 ]
I— T // ORI
i // sl (IPG) 7. Further processing of
i P  in browser document
3. User signs on (g

smartphone or tablet ‘:‘___f r’
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the next step in business

Integration

\ eSignatureOffice
é 3199 DV" * Convert any printable file to PDF or TIFF * PDF sealed for changes
;ﬂa‘“w * Signature biometric embedded inside PDF + Support PDF form fill functionality
¢ * WEB interface * Macro Buttons for easy integration
eSignature API
SIQP OVPI * OCX component that is integrated into your application

g

* Embedding of the signature image and biometric data in TIFF and PDF documents
B * Bi-asymmetric sealing up to RSA 4096 bit

PDF Plug In

SWD OWI * Signature verification by the user

* Support for the Acrobat / Reader function “Place signature” * Cloud Technology |
* Signing static and dynamic XFA forms (generated with Adobe LiveCycle Designer) Q

e
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StepOver References

Allianz @) 01 wirttembergische  Wiistenrot

SIGNALIDUNA ()  nurngercer (8 Volksfursorge

Aktlsngesslsohars

[ eank [koriswher DEWE Dragermedical

WIT-SYS Consulting ZRt. Save your money, Save our environment! =



e il Step « Over

the next step in business
WIT-57'5 B

Xyzmo References

Telecommunication Banking & Insurance Other industries
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References - The financial sector

e Merkur Insurane in Austria (in production since 2 years; use the
SIGNificant Client on laptop computers for mobile sales)

» Generali Insurance in Slovenia (call possible sometimes next
week, when they completed their roll out; use the SIGNificant
Server with a Web client on laptop computers for mobile sales)

» Metlife Alico in Greece (internal document signing)

» Tatra Bank in Slovakia (SIGNifiant Biometric Server for automated
user authentication using dynamic signature verification at the
bank teller)

» Bred Bank in France (bank teller application, retail banking,
SIGNificant SDK - part of Bank Agicole)

» CNBS central bank Honduras (intra-bank business, SIGNificant
Client)

er
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Kérdeések?

Kovetkezo lepések?

Seal Verlfy



